VocalAccess

The ultimate WINLOGON solution

VocalAccess is based on the innovative and emerging technology Vocalid® that enhances the cardholder
authentication process by enabling VocalAccess card to generate a one-time encrypted dynamic
password. VocalAccess is intended to provide a very high security level of authentication and offers an
unique solution to Windows Login process.

The static password currently used to protect your works under Windows is not offering the expected
level of security and very often can be shared or used by the others.

Elva developed a very attractive solution which replaces the current Identification/Password required for
the Windows login process with VocalAccess.

Encrypted Acoustic Authentication

Elva is offering an innovative and very attractive Winlogon solution with VocalAccess. Cardholders will
have a convenient and secure authentication process by using a Smart Card 1SO 7816 format with an
external Acoustic module. The information identifying the user is sent by activating the piezoelectric
sound transducer to create a dynamic one-time password for each transaction. An 128 bit encrypted
acoustic signal is emitted. The identification sent in the audio sequence consists of an unique identifier
associated with each card, and a cryptogram which is different for each authentication.

The encrypted dynamic one-time acoustic password can supplement the static passwords commonly
used today for Windows Login process. The dynamic one-time acoustic password is not valid in
subsequent transactions, and therefore offers a higher level of security of transactions.

How to use VocalAccess

VocalAccess is easy to use.

Prior to use VocalAccess you have to install the software. You can download it from our Elva Web Site :
www.elva.fr by following the Installation Instructions.

Introduce the smart card into the External Acoustic Module, connect the
external microphone which is part of the delivered kit if not built in into your

computer, approach the module close by the microphone and gently press E

the button for a couple of seconds and then you login to Windows. You can

ad, on top, your PIN Code to get a higher security level.
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Get also your works secured.
As soon as you get your login to Windows, VocalAccess is giving you another level of security by
protecting all the works done under Windows you want to protect.

You just have to activate again your VocalAccess module by sending a new acoustic signal and you get
access to any of the works you selected.

Windows versions currently protected by VocalAccess :

e Windows 2000 (Pro, server, advanced server),

e Windows XP (home and Pro),

e Windows 2003 server, advanced server.

Works currently protected by VocalAccess

Main Characteristics

Application Version
Microsoft  Office  Outlook SP1

2003 11.6359.6408
g/l(i)%r?(,)soft Office  Outlook 11.5608.5606
Outlook Express 6.00.2900.2180
Windows Network Access

Norton Internet Security 4.0

2002

Novell Client for Win2K/XP 4.91

Real VNC Viewer 4.1.1

Real VNC Viewer 4.1.3

Remote Desktop

AOL Instant Messenger 5.5.3598
Yahoo Messenger 7.0.0.426
MSN Messenger 7.0.0816
MSN Messenger 4.7.3001
e-Carte Bleue 1.0
Scheduled Tasks

Google Talk 1.0.0.76

256 bit serial memory

FSK tone generator

Low voltage operation: 2.5V to 5.5V
ISO 7816-3 Compliant Synchronious Protocol
Self Timed Write Cycle (20 ms max)
High Security Memory

64 bit Identification number

64 bit Patented Authentication Protocol
24 bit Secure Code

Secure Code Attempts Counter

High Reliability

Endurance : 100,000 cycles

Data Retention : 100 Years

ESD Protection : 4,000 V min
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